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About me

Jared Holgate
Senior Cloud Solution Architect

Global Customer Success Tech Strategy

Work

• Tech Lead for Terraform Azure Verified Modules

• Tech Lead for Terraform Azure Landing Zones

• Owner of IaC Accelerators for Azure Landing Zones

Community

• Yorkshire DevOps (yorkshiredevops.dev)

• Yorkshire Azure User Group (yorkshireazuregroup.cloud)

Also ask me about

• Infrastructure as Code (IaC)

• Terraform

• DevOps / Platform Engineering

• Anything…

https://yorkshiredevops.dev/
https://yorkshireazuregroup.cloud/


Azure Networking Fundamentals



Fundamental building blocks

• Virtual Network (VNet)

• Subnet

Both require an IP Prefix. VNet IP Prefixes can overlap, but you need to plan ahead!

Subnets can resolve and route by default

10.0.0.0/22

10.0.0.0/26

10.0.0.64/26



Network Topologies

Hub and Spoke

Traditionally used with 

a central firewall

Mesh

Zero trust with micro 

segmentation

• Design patterns for networking



How do I…

know if I need a network?

•  IaaS

• PaaS (it depends)

•  Private endpoints

•  On premise connectivity to 

private resources

access the internet?

•  Azure NAT Gateway on a subnet

•  Central Azure Firewall / NVA

• Public Load Balancer

• Public IP on a VM NIC

• Default outbound access (goes 

away 30th September 2025)

• Consider: SNAT Port Exhaustion 

(Source Network Address 

Translation)

route traffic?

•  Subnets in a VNet (via AzureSDN)

•  User defined route tables

•  VNet peering

•  VNet gateways

• Consider 



How do I…

resolve IP addresses to names?

•  Azure DNS (via AzureSDN)

•  Azure Firewall DNS Proxy / NVA

•  Azure Private DNS Resolver

access a virtual machine?

•  Azure Bastion Host

•  Private Networking from On 

Premise

• Public IP on the VM NIC

Consider: Why do you need to access 

a VM? Immutable infrastructure, PaaS, 

Containers, etc are better solutions

access a service from the internet?

•  Azure Firewall Public IP with 

DNAT (Destination Network Address 

Translation) or NVA

•  Azure Public Load Balancer

•  Azure Application Gateway

•  Azure Front Door

•  Azure Traffic Manager (when 

combined with another service)

•  Azure API Management

•  PaaS Public IP

•  VM NIC Public IP

• Consider: TLS and Web Application 

Firewall somewhere in the stack



How do I…

filter traffic?

•  Azure Network Security Group

•  Azure Firewall / NVA

connect multiple networks?

•  VNet Peering

•  VNet Gateways (ExpressRoute or 

VPN)

load balance?

•  Azure Private Load Balancer

•  Azure Public Load Balancer (for 

specific use cases like an NVA)

•  Azure Application Gateway

•  Azure Front Door

•  Azure Traffic Manager

•  Azure API Management



Azure Landing Zones and Azure Verified Modules



Version: 2024-09-25

Platform Landing Zone

Application Landing Zones

aka.ms/alz

Platform Landing Zone vs Application Landing Zone

https://aka.ms/alz


Azure Verified Modules

• Microsoft curated and supported Infrastructure as Code Modules for Bicep and Terraform

• Focus on quality and aligned to Well Architected Framework

aka.ms/avm

https://aka.ms/avm


Azure Verified Modules for Platform Landing Zone (ALZ)

Management Groups and Policy
avm-ptn-alz

Management Group Hierarchy

Policy Definitions and Assignments

Role Assignments

Management Resources
avm-ptn-alz-management

Log Analytics Workspace

Data Collection Rules

Managed Identities

Connectivity

Hub and Spoke Virtual Network
avm-ptn-alz-connectivity-hubnetworking

Virtual Networks

Mesh Peering and Routing

Firewalls

Express Route and VPN Gateways

Bastion Hosts

Private DNS and Resolvers

OR

Virtual WAN
avm-ptn-alz-connectivity-virtualwan

Virtual WAN

Secure Virtual Hubs and Sidecars

Firewalls

Express Route and VPN Gateways

Bastion Hosts

Private DNS and Resolvers



Coming Soon: Application Landing Zones

• Extending our ALZ IaC Accelerator to bootstrap Application landing zones

• Networking

• Version control / CI CD

• Etc…

Subscription(s) Connectivity
A code 

repository

Security, 
observability, 
management

CI/CD + 
identity 

federation

Identity 
access 

packages

A developer 
coding 

environment

Platform 
or service



Azure Networking Resources



Peered Azure Virtual Networks or Azure Virtual WAN

Peered Azure Virtual Networks

Offers more flexibility at the cost of 

complexity

Both implement the same hub and spoke design pattern

Virtual WAN (managed service)

Offers 'simpler' management at 

the cost of limited capabilities



Azure Firewall or Third Party Network Virtual Appliance (NVA)

Azure Firewall

Azure native, simple to manage, 

feature rich

Both serve the same use cases of inbound and outbound 

internet connectivity, spoke to spoke restrictions, traffic 

inspection, etc

Third-Party Network Virtual Appliance

Requires install and configuration on IaaS, 

plus networking, load balancers, etc. Can 

utilise an existing investment



Outbound internet access with Azure NAT (Network Address Translation) Gateway

• Assigned to subnets

• Dynamically assigns ports to limit SNAT (Source Network Address Translation) port exhaustion



Micro-segmentation with Azure Network Security Groups

• Part of a Zero Trust network design. Peer everything and control everything

• Enables subnet to subnet segmentation



Spoke to Hub and Spoke to Spoke Connectivity with VNet Peering and User Defined Routes 

• A VNet Peering is a set of 2 peering's, one in each direction

• Peering allows routing between subnets in the peered Vnets

• Peering does not allow routing to VNets not peered directly 

• We must use User Defined Route with Azure Firewall or NVA to traverse the hubs



Multi-Cloud or On-premise Connectivity to Azure

• Virtual Network Gateways in the Hub Virtual Networks or Virtual WAN Hubs

ExpressRoute

Fast and secure connectivity 

with an SLA

VPN

Supports Point to Site, Site to 

Site, and VNet to VNet



Private Networking for PaaS with VNet integration and Private Endpoint 

• PaaS service are hosted by Microsoft, so their network is not directly accessible

• A private endpoint can be used to connect to the PaaS service

• VNet integration can be used for PaaS compute service to connect to other services

Azure Private Link Service?

Azure Private Endpoint

VNet Integration



DNS Resolution across peered VNETs or from on-prem with Private Endpoints

• Azure Private DNS Resolver is deployed in the hub VNet or sidecar for Virtual WAN

• Spoke VNet has DNS server set to the private resolver IP



Ingress to Web Apps and APIs with load balancing

• Azure Front Door and / or Azure Application Gateway both offer WAF capabilities

• Azure Front Door can front Azure API Management

Azure Front Door

Public and supports 118 

edge locations

Azure Application Gateway

Can be private



Accessing Virtual Machines / Admin Servers via Azure Bastion

• Azure Bastion is a PaaS service for a public or private secure access method

• It is useful where private networking is use throughout, but you need break glass access to hosts

• E.g. Use a VM as a jump server to connect to a private Azure SQL Database via its private endpoint



Monitoring network traffic with Azure Network Watcher and VNet flow logs 

• NSG flow logs are deprecated, use VNet flow logs

Traffic Analytics

Microsoft Sentinel

(SIEM – Security Information and Event Management)



Distributed Denial of Service (DDOS) Protection

• Single plan for all VNet (more cost effective at scale)

• Per public IP



Azure Virtual Network Manager

• A single pane of glass to configure:

• Peering

• Routing

• Network Security Group Rules

• IP Address Management (IPAM)



Quiz

•Which network resource can be  used to micro-segment a network?



© Copyright Microsoft Corporation. All rights reserved. 

Final slide with logo

Thank you
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